THE GARDEN SHED
RUSSELL BALL
JOHN W BALL & SONS
LAWYERS, MELBOURNE

BACKGROUND
• 2004 – GP sole practitioner retired. Sold practice to 2
doctors. They introduced computer records.
• 04/2011 – Practice moved to new premises 2km away.
Old premises retained for renovation and sale. Many,
but not all, paper records moved to new premises.
• 10/2012 – Remaining records moved to locked garden
shed at old premises to allow ongoing renovation
work.
• 11/2013 – Break in to garden shed at old premises, but
not known to doctors until a phone call from a patient.
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WHAT WAS IN THE SHED?
• 960 patient records in RACGP folders (pre 2004)
• Records of payments to doctors and staff
• Copies of Medicare vouchers
• Paid invoices
• Accounts to third parties for services to patients
(WorkCover, TAC)
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AUSTRALIAN
PRIVACY COMMISSIONER
• Own motion investigation of the practice, in response to
media report.
• Privacy Act 1988 (Cth) – applies to all private sector
organisations that provide a health service or hold health
information about individuals.
• Focus: NPP 4 (now APP 11):
 Security of personal information.
 Destruction or de-identification of personal information.

ISSUES FOR THE
PRACTICE
• Generic privacy policy and processes.
• Did not know patient records were in the shed.
• Even so, knew other documents were stored in the shed.
• Last review of records for destruction was early 2011, even though
policy stated every 2 years.
• No recording of whereabouts and movements of files.
• No monitoring of shed.
• No data breach response plan.
• Should patients be contacted?
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COMMISSIONER’S
FINDINGS
• The practice failed to ensure the security of the personal
information it held.
• The practice failed to take reasonable steps to destroy or deidentify personal information.
• The practice is acting appropriately by:
Reviewing its privacy policy.
Developing a data response plan.
Conducting training with all personnel.
Undertaking a risk assessment of its management of personal
information.
 Annual review of paper based patient records.
 Ongoing role of specialist privacy consultant to ensure compliance
and review processes.





UNDERLYING PROBLEMS
• Reliance on generic privacy policies.
• Understanding the breadth of personal information.
• Responsible persons.
• Security.
• Destruction when no longer required.
• Plan and responsibility for responding to breach.
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